PRIVACY POLICY
1. INTRODUCTION
The online privacy policy applies to Fenchurch General Insurance Company (“Fenchurch”, “we” or
“us”) websites and mobile applications. Fenchurch is committed to protecting its visitors' and users'
privacy. This policy describes what information Fenchurch, established in Ontario, Canada, collects
and how that information is used and shared while you use our website (the “Website”), our mobile
application (the “App”) or any of our services (the “Services”) or products (the “Products”). In
addition to our online privacy statement and to further earn your trust, we follow ten guiding
privacy principles. Our guiding privacy principles policy is guided by federal government of Canada’s
Personal Information Protection and Electronic Documents Act. As you review our policy, keep in
mind that it applies to all Fenchurch Products and Services that do not have a separate or specific
privacy policy. Please review the following carefully so that you understand our privacy practices.
2. WHAT KIND OF INFORMATION WE COLLECT?
Depending on the relationship with Fenchurch and which Services and/or Products you choose to
use, we collect different kinds of information from you and about you.
A. Information we collect about the things you do and information you provide.
We collect from you, both the content and other information you provide. Fenchurch will use fair
and lawful means to collect your personal information, and will only collect information that is
relevant and consistent with the purposes of the collection. Fenchurch may collect the required
information directly from you, authorized representative(s), through completed applications and
forms, or by other means of correspondence, such as telephone, through the Internet or other
electronic means, all during the course or by business dealings with us. If your information is being
collected by telephone, please note the call may be recorded or monitored for the following
reasons: i) To provide quality assurance and maintain world class customer service levels, ii) To
assist staff in training, iii) To establish a record of the information you provide, iv) To confirm your
identity, v) To verify instructions from you, and vi) To take instructions from you.
B. Things others do and information they provide.
We may also collect content such as your personal information through public sources such as the
Internet or through third party service providers. In some cases, with your consent, we may employ
the assistance of an independent source to verify or provide additional information. These sources
may include but are not limited to, for example, service providers retained by Fenchurch, other
insurance companies or financial institutions, your employer or credit reporting agencies. In the
case of your medical or health-related information, additional sources may include but are not
limited to your doctor(s), other healthcare providers or facilities.
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C. Your consent
Your consent is required for the collection, use and disclosure of personal information, subject to
certain exceptions. Such exceptions are set out in the law and include where legal, medical or
security reasons make it impossible, or impractical, to seek consent. Your consent may be expressed
in writing, or be given verbally, electronically, or through an, authorized representative(s). In certain
circumstances, consent may also be implied.
D. Sharing of your information
Fenchurch uses third party service providers who provide us with various services including but not
limited to, marketing (which includes market research and promotional services), printing, mail
distribution, information technology, storage of data, administration, claims adjudication,
investigation, reinsurance. Where your personal information is shared with our service provider(s),
Fenchurch requires that all service providers to protect the information at the highest levels which
are consistent with the privacy policies of Fenchurch. The disclosure of your information is
restricted to those who require it and have the right to this information for the performance of their
duties. Those individuals include but are not limited to:
Our employees and representatives;
Service providers who require this information in the execution of their duties and their
obligations to Fenchurch;
• Any person(s) or organization to whom you gave consent; and
• Anyone who is authorized by law.
Fenchurch employees, representatives, agents and service providers, who act on our behalf, are
required to abide by Fenchurch’s privacy policies and practices.
•
•

E. Information about payments
Based on our relationship, if you use our Services and Products for purchases or financial
transactions (such as when you register online), Fenchurch uses third-party payment processing
companies to process your payments. Although we collect information about the purchase or
transaction, Fenchurch does not collect or store your credit or debit card numbers, or other card
information, and other account and authentication information.
F. Device information.
Fenchurch collects information from or about the computers, phones, or other devices where you
install or access our Services, depending on the permissions you have granted. We may associate
the information we collect from the various devices you use, which in turn helps us provide
consistent Services and/or Products to you across your devices. Here are some examples of the
device information we collect:
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i) Attributes such as the operating system, hardware version, device settings, file and
software names and types, battery and signal strength, and device identifiers.
ii) Device locations, including specific geographic locations, such as through GPS, Bluetooth,
or Wi-Fi signals.
iii) Connection information such as the name of your mobile operator or ISP, browser type,
language and time zone, mobile phone number and IP address.
F. Information from third party websites and apps that use our Services
We collect information when you visit or use third-party websites and apps that use our Services.
This includes information about the websites and apps you visit, your use of our Services on those
websites and apps, as well as information the developer or publisher of the app or website provides
to you or us.
3. HOW DO WE USE THIS INFORMATION?
We are passionate about creating Products and Services that are engaging and, both provide value
and customized experiences for people. We use all of the information we have to help us provide
and support our Products and Services. Here’s how:
A. Technical and functional management of the Website and App
When you visit our Website, our website administrators process technical data such as your IPaddress, visited Fenchurch webpages, the internet browser you use, and the duration of a
visit/session to enable us to deliver the functionalities of the Website. In addition, in certain
instances the browser may prompt you for your geo-location to allow us to provide you with an
enhanced experience. With this technical data our website administrators can manage the Website,
for instance by resolving technical difficulties or improving the accessibility of certain parts of the
Website. This way, we ensure that you can (continue to) find the information on the Website in a
quick and simple manner. For this purpose, we also use cookies. See below for our cookie policy.
When you use our App, we also process technical data such as your IP-address, Device ID or MACaddress, and information about the manufacturer, model, and operating system of your mobile
device. We use this data to enable us to deliver the functionalities of the App, resolve technical
difficulties, provide you with the correct and most up to date version of the App and to improve the
function of the App.
B. Customer Service
Depending on our relationship, we may collect identifying information such as your name, gender,
date of birth, email address, country, language, password, mobile phone number, IP-address,
and/or MAC-address. We also collect background information about you such as information about
your interests, hobbies, and/or background that will help us provide products and services that are
tailored for you. We will use your contact details to send you a welcoming email to verify that your
email and/or password are associated with your account, to communicate with you in response to
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your inquiries, and to send you service-related announcements, for instance, if our Service is
temporarily suspended for maintenance. We will use your registration information to create and
manage your account. We conduct surveys and research, test features in development, and analyze
the information we have to evaluate and improve products and services, develop new products or
features, and conduct internal reviews and troubleshooting activities.
C. Communicate with you.
We use your information to send you marketing communications, communicate with you about our
Services and Products and to keep you updated about our policies and terms. We also use your
information to respond to you when you contact us. Under Canada’s Anti-Spam Legislation, as a
customer of Fenchurch, we have your implied consent to send you electronic messages unless you
notify us otherwise. You will have access to the unsubscribe feature found in any electronic
message you receive from Fenchurch. From time to time you will receive print marketing in the
form of marketing offers and/or promotional materials by mail. You have option of choosing to
“opt-out”, by contacting us, and we will remove your name from our mailing lists and will not
receive direct mail offerings. However, this “opt-out” will not extend to: Your periodic statements,
which are in relation to any Fenchurch product or service that you currently have with us, or receive
from us, or general product and service information and updates included in, or with, client
statements, email and telephone marketing.
D. Show and measure ads and services.
We use the information we have to improve our advertising and measurement systems so we can
show you relevant ads on and off our Services and measure the effectiveness and reach of ads and
services.
E. Promote safety and security.
We use the information we have to help verify accounts and activity, and to promote safety and
security on and off of our Products and Services. We work hard to protect your account using
advanced technology such as automated systems, encryption and machine learning.
4. HOW CAN I MANAGE OR DELETE INFORMATION ABOUT ME?
A. Limiting use, disclosure and retention
Your personal information may only be used or disclosed for the purposes for which it was
collected, other purposes you consent to, or as required or permitted by law. It may only be kept for
as long as is necessary to satisfy the purposes for which it was collected, or as required or permitted
by law.
5. SECURITY
Fenchurch has taken appropriate technical and organizational security measures against loss or
unlawful processing of your personal data. To this purpose, your personal data are securely stored
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within our database, and we use standard, industry-wide, commercially reasonable security
practices such as encryption, firewalls and SSL (Secure Socket Layers) as well as physical safeguards
of the locations where data are stored. However, as effective as encryption technology is, no
security system is impenetrable. We cannot guarantee the security of our database, nor can we
guarantee that information you supply won't be intercepted while being transmitted to us over the
Internet. Any transmission of information by you to Fenchurch is at your own risk. Your personal
information may only be used or disclosed for the purposes for which it was collected, other
purposes you consent to, or as required or permitted by law. It may only be kept for as long as is
necessary to satisfy the purposes for which it was collected, or as required or permitted by law.
6. COOKIE POLICY
The Website uses "cookies." A cookie is a small text file that that are automatically created by your
browser when you visit an internet site. Cookies collect and store information about your browsing
patterns and information you provide. You can change your cookie settings to accept or not accept
cookies in your browser settings. The Website uses the following cookie categories: Essential:
Fenchurch uses cookies necessary to enable or enhance certain functionality of the Website, such as
recalling your recent actions on the Website or remembering your Website settings. If you have
cookies disabled in your browser, these cookies will be blocked. Non-essential: Fenchurch uses
Google Analytics' cookies. If you have cookies disabled in your browser, these cookies will be
blocked. Google Analytics is a web analysis service that is offered by Google Inc. Google Analytics
uses cookies to analyze the usage of the Website by Users to give Fenchurch an insight in the way
Users use the Website. You can find more information on Google Analytics here.
7. YOUR RIGHTS
As a user, you have the right to information regarding your personal account, including information
that you've provided to us. You may at any time request correction or erasure of your personal
data, and object to any processing of your personal data by emailing us
at Privacy@FenchurchGeneral.com. We will respond to your access and/or correction request
within a timely fashion.
8. HOW DO WE RESPOND TO LEGAL REQUESTS OR PREVENT HARM?
We may access, preserve and share your information in response to a legal request (like a search
warrant, court order or subpoena) if we have a good faith belief that the law requires us to do so.
This may include responding to legal requests from jurisdictions outside of the Canada where we
have a good faith belief that the response is required by law in that jurisdiction, affects users in that
jurisdiction, and is consistent with internationally recognized standards. We may also access,
preserve and share information when we have a good faith belief it is necessary to: detect, prevent
and address fraud and other illegal activity; to protect ourselves, you and others, including as part
of investigations; or to prevent death or imminent bodily harm. For example, we may provide
information to third-party partners about the reliability of your account to prevent fraud and abuse
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on and off of our Products and Services. Information we receive about you, including financial
transaction data, may be accessed, processed and retained for an extended period of time when it
is the subject of a legal request or obligation, governmental investigation, or investigations
concerning possible violations of our terms or policies, or otherwise to prevent harm. We also may
retain information from accounts disabled for violations of our terms for at least a year to prevent
repeat abuse or other violations of our terms.
9. HOW WILL WE NOTIFY YOU OF CHANGES TO THIS POLICY?
A. We may amend these Privacy Statement and other policies without prior notification to you.
B. If we make material changes to policies, guidelines or other terms referenced in or incorporated
by this Privacy Statement, we will provide notice on the Website.
10. HOW TO CONTACT FENCHURCH GENERAL INSURANCE COMPANY WITH
QUESTIONS
If you have questions about this policy, please contact us.

Fenchurch General Insurance Company
Suite 115-2655 North Sheridan Way, Mississauga, ON
L5K 2P8
Phone: (905) 822-2282

11. OUR TEN PRIVACY PRINCIPLES
1.

Accountability

We are responsible for the information under our control. We have a Privacy Officer who makes
sure that we stay compliant with principles.
2.

Identifying Purposes

We explain why we collect the personal information we ask for. When we authorize other parties
to collect information on our behalf, they do the same.
3.

Consent

We need your permission to collect, use, and disclose personal information, with some exceptions.
The exceptions are determined by law and can include times where legal, medical, or security
reasons make it impossible or impractical to seek consent. You can give consent in writing, as well
as verbally, electronically, or through authorized representatives. In certain circumstances, it’s also
implied.

l

Page 7 of 8

4.

Limiting Collection

We only collect your personal information in fair and legal ways. The information we collect is
limited to identified purposes.
5.

Limiting use, disclosure, and retention

We only use or disclose your personal information for the reasons it’s collected. We use it for other
purposes you consent to, or when it is required or allowed by law. We keep the information only for
as long as we need to, or as required or allowed by law.
6.

Accuracy

Any personal information that we collect, use, or disclose should be as correct, complete, and up to
date as possible for the reasons it is used.
If your contact information changes, please contact us right away.
We make all reasonable efforts to make sure that the personal information we collect and keep in
your file is as correct, complete, and up to date as it needs to be for the identified purposes.
We will rely on you to give us accurate information and to let us know about any changes.
7.

Safeguards

To protect your personal information from intrusion, release, or misuse, we use security safeguards
that match the sensitivity level of the information.
Fenchurch commits to protecting your personal information from unauthorized access and use. We
use physical, organizational, and technological safeguards that are appropriate for sensitivity of the
information.
Personal information is protected:

8.

•

Physically, by building security measures and physical barriers

•

Organizationally, by our policies, practices, and access levels

•

Technologically, by using passwords, encryption, firewalls, anti-virus, and anonymizing
software
Openness

We make information about our privacy policies and how we manage your personal information
available to you.
9.

Individual Access

If you send us a request in writing, we tell you what personal information about you we have, and
how we use and disclose it. We give you access to the information, with certain exceptions allowed
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by law. You may verify the accuracy and completeness of your information and request changes, if
appropriate.
10.

Inquiries and concerns

Contact us if you have any questions or concerns about our privacy policies and practices.
Send a written request to the Privacy Officer at the address listed above if you:
•

Have any questions or concerns;

•

Want more information about who has access to your information;

•

Want to know more about our privacy policies and practices; and

•

Want to review your personal information in our files.

Withdrawing your consent: Unless allowed by law, you may not withdraw your consent for us to
collect, use, keep, or disclose the personal information we need to issue or manage the product and
services you use or apply for. We may treat your withdrawal of consent as a request to terminate
the product or service.
You may withdraw your consent for us to send you offers for services or products, except for items
that we mail with your statements.

The Fenchurch Privacy Policy was updated on August 7, 2019.
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